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K Additional Secretary (ClS) R . GOVERNMENT OF INDIA
- Te e
MINISTRY OF HOME AFFAIRS

NORTH BLOCK
NEW DELHI - 140001

s "ﬁ?-’ng?--%-lMS/Gllzozz

M DO. No: 22003/26/2020-14C

.

ﬁf’zf/ff 'ﬁw' v | Mot o,

As you may be aware, the Miniétry of Home Affairs has launched the Indian Cyber
Crime Coordination Centre (14C) to strengthen

the capabilities of Law Enforcement
4\"\’\”‘("‘3‘ ﬁ'ﬂ%?s (LEASs) and to improve coordination among the LEAs and other agencies. MHA

£ o launched the National Cyber Crime Reporting Portal (NCRP) ta facilitate online
. T8, migrepgr 9f Cyber crime incidents. .

T ?K‘;I‘:H l-&}l]i':‘ GU”U i
' Uy ; .
One df the key actions for preventin

12" September, 2022

colleges on
, for continuous dissemination of cyber hygiene and

—
3. Further, it is also proposed that a reward scheme for giving
8 u_the meritorious students involved in dissemination of information for
sYnsema£rime may also be explored for commencement in all the schools of CBSE and State

. Boards.
(&9

{ 4. Budgetary provisions to carry out the activities in cyber clubs and reward écheme
for Sc

holar Badge may be met from the respective budgets of the States/UTs concerned.
/g/fourther States

\ /UTs are also requested to follow social media handles of 14C, MHA, the
details of which are enclosed as Annexure-l for r
2o .

‘Scholar Badge’ to

eceiving regular cyber safety tips.

w9 g ) I would be grateful if an Action Taken Note may be sent by States/UTs to MHA by
“’M“'o"‘ September, 2022.

T .
Encl:As Above

W
Kpizl‘b(zﬂ , ‘ Yours Sincerely,
pD GRS . /

T (ChandrakerBharti)
T ;(&:m , _

B T et

kit Secretaries / Administrators of all States/UTs
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Annexure - |

'

-

/1. Cyber space is a complex and dynamic environment of interactions .among people, -
:software and services supported by world-wide distribution of Information and
Communication Technology (ICT) devices and networks. On the one hand, cyber space,
which cuts across global boundaries has brought in latest innovative technologies and
modern gadgets, while on the other hand, it has inevitably led to increased dependencies
on computer resources and internet-based professional, business and social networking.

2, The exponential increase in the number of internet users in India and the rapidly evolving
technologies have also brought in its own unique challenges, besides aggravating the
existing problems of cyber crime, which is one of the fastest growing forms of transnational
and insidious crimes.

3. Cyber crimes are generally understood as malware attack (use of malicious software like
ransomware, viruses, trojans, spyware, bots etc.), phishing (capturing sensitive information
like username, password, credit/debit card details using fake websites, emails etc.), attacks
on critical infrastructure, unauthorized data access (data breach), online financial frauds,
crimes against women and children fike cyber stalking, child pornography etc. It is also
seen that more than 50% of the cyber crimes reported on National Cyber Crime Reporting
Portal (https://iwww.cybercrime.qgov.in) relate to online financial frauds.

4, There is & need to increase ‘cyber hygiene’ for prevention of cyber crimes by inculcating
habits of taking basic care of ICT devices at regular intervals. Any lapse in cyber security
and/or cyber hygiene has the potential to lead to a cybercrime and both these facets are
interlinked and require concurrent action of various stakeholders for the protection of
Nation's cyber space and ensuring citizen safety in a holistic manner.

5. Cyber clubs may have activities to create awareness for prevention of cyber crimes
through workshops, seminars, interactive sessions, quiz competitions, best practices, case
studies, creative sessions, poster making, essay writing, etc., at regular intervals in relation
to shutting down the computer properly, Install and maintain up to date anti-virus software
on your compuler or device, keep your intemet browser up-to-date, be alert to unusual
computer activity or problems, change your passwords often, beware of links sent via
instant messaging and e-mail attachments, don't open emails or attachments from people
you don't know, don't become online ‘friends’ with people you don't know, be very careful
about sharing content online, use the strongest privacy setting when you set up your profile,
avoid joining unknown Wi-Fi networks and using unsecured Wi-Fi hotspots, do not share
any information related fo sensitive and financial aspects in social networks, prevention of
internet addiction, debit / credit card fraud prevention, email security, mobile phone
security, fake jobs, identity theft, ransomware, flagging and reporting of inappropriate
content on sociai media plaiforms, efc.

In addition to above, the students may also be informed about National Cybercrime
Reporting Fortal(https://www.cybercrime.qov.in) for reporting all cyber crime and a toll free
helpline number 1930 to assist citizens for registration of complaints pertaining to cyber

financia! frauds. Students may also be informed to follow cyber safety tips on various social
media handles of 14C.
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4,2(’ Dear diy ) Mocto,

Crime Coordination Centre (14C) to stren

»\ﬂ\'vv(‘“gi fﬁ@f:‘ s (LEAs) and to improve coordination among the LEAs and other agencies. MHA

5,% o launched the Nationa) Cyber Crime Reporting Portal (NCRP) to facilitate online
T8 Merepg Jﬂﬂ‘y?f cyber crime incidents. :

TR iy, Solo YRy

No. ..f’.?..\g..’?).esz..iMS/Gx/zazz

mass awareness. for prevention of cyber crime, ‘Cyber Clu
. schools and colleges, so as to engage students for regular pa
” Ir and along with taking necessary safeguards in cyb
— may include organizing workshops, seminars, inte

poster making / slogan writing / short stories, etc
Annexure-].

bs’ may be set up in all
ricipation in their learnings
er space. The activities in cyber clubs
ractive sessions, creative sessions like
. the details of which are enclosed as

"
3. Further, it is also Proposed that a reward scheme for giving

9.20 ,‘L_the meritorious students involved in dissemination of information for
s\ niem~Erime may also be explored for commencement in all the schools

: Boards.
(k) "o | | .
4. Budgetary provisions to carry out the activities in cyber clubs and reward scheme

/ for Scholar Badge may be met from the respective budgets of the States/UTs concerned.
%urther, States/UTs are also requested to follow social media handles of 14C, MHA, the

details of which are enclosed as Annexure-I[ for receiving regular cyber safet tips.
ey BB - greg y y up

‘Scholar Badge’ to
prevention of cyber
of CBSE and State

mﬁ g ) I would be grateful

if an Action Taken Note may be sent by States/UTs to' MHA by
0" September, 2022, N

E
WY TR .
Encl:As Above
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/..~ Cyber space is a complex and dynamic environment of interactions among people,
:software and services supported by world-wide distribution of Information and
Communication Technology (ICT) devices and networks. On the one hand, cyber space,
which cuts across global boundaries has brought in latest innovative technologies and
modern gadgets, while on the other hand, it has inevitably led to increased dependencies
on computer resources and internet-based professional, business and social networking.

Z, The exponential increase in the number of internet users in India and the rapidly evolving
technologies have also brought in its own unique challenges, besides aggravating the
existing problems of cyber crime, which is one of the fastest growing forms of transnational
and insidious crimes.

3. Cyber crimes are generally understood as malware attack (use of malicious software like
ransomware, viruses, trojans, spyware, bots etc.), phishing (capturing sensitive information
like username, password, credit/debit card details using fake websites, emails etc.), attacks
on critical infrastructure, unauthorized data access (data breach), online financial frauds,
crimes against women and children like cyber stalking, child pornography etc. It is also
seen that more than 50% of the cyber crimes reported on National Cyber Crime Reporting
Portal (https://www.cybercrime.gov.in) relate to online financial frauds.

4, There is a need to increase ‘cyber hygiene’ for prevention of cyber crimes by inculcating
‘habits of taking basic care of ICT devices at regular intervals. Any lapse in cyber security
and/or cyber hygiene has the potential to lead to a cybercrime and both these facets are
interlinked and require concurrent action of various stakeholders for the protection of
Nation's cyber space and ensuring citizen safety in a holistic manner.

5. Cyber clubs may have activities to create awareness for prevention of cyber crimes
through workshops, seminars, interactive sessions, quiz competitions, best practices, case
studies, creative sessions, poster making, essay writing, etc., at regular intervals in relation
to shutting down the computer properly, Install and maintain up to date anti-virus software
on your computer or device, keep your intemet browser up-to-date, be alert to unusual
computer activity-or problems, change your passwords often, beware of links sent via
instant messaging and e-mail attachments, don't open emails or attachments from people
you don’t know, don't become online ‘friends’ with people you don't know, be very careful
about sharing content online, use the strongest privacy setting when you set up your profile,
avoid joining unknown Wi-Fi networks and using unsecured Wi-Fi hotspots, do not share
any information related to sensitive and financial aspects in social networks, prevention of
internet addiction, debit / credit card fraud prevention, email security, mobile phone
security, fake jobs, identity theft, ransomware, flagging and reporting of inappropriate
content on social media platforms, efc.

In addition to above, the students may also be informed about National Cybercrime
Reporting Portal(https://www.cybercrime.gov.in) for reporting all cyber crime and a toll free
helpline number 1930 to assist citizens for registration of complaints pertaining to cyber

- financial frauds. Students may also be informed to follow cyber safety tips on various social
media handles of 14C.
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